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BYOD POLICY AND ARRANGEMENTS 
 

Rationale 
 
To facilitate improved teaching and learning through the appropriate use of student BYO Devices at Whittlesea 
Secondary College during the school day and in other places and at other times. The use of BYO Device is 
intended to facilitate a seamless interface between classroom activities and study, research, homework and 
relevant learning beyond the classroom. 
 

Purpose 

To ensure that all students and members of our school community understand: 

(a) our commitment to providing students with the opportunity to benefit from digital technologies to support 

and enhance learning and development at school, including our 1-to-1 personal device program,  

(b) expected student behaviour when using digital technologies including the internet, social media, and digital 

devices (including computers, laptops, tablets, smart phones and smart watches) 

(c) the school’s commitment to promoting safe, responsible and discerning use of digital technologies, and 

educating students on appropriate responses to any dangers or threats to wellbeing that they may 

encounter when using the internet and digital technologies 

(d) our school’s policies and procedures for responding to inappropriate student behaviour on digital 

technologies and the internet 

Aim 
 

The aim of this policy is to facilitate improved teaching and learning through the appropriate use of student 
BYODs at Whittlesea Secondary College during the school day and in other places and at other times. The use of 
BYODs is intended to facilitate a seamless interface between classroom activities and study, research, homework 
and relevant learning beyond the classroom. 
 
Scope 

This policy applies to all students at Whittlesea Secondary College.   

 

 BYOD Specifications: 

All devices regardless of spec must have an inbuilt Ethernet port, devices without one will not be imaged and will 

receive limited software support. Whittlesea Secondary College recommends that BYOD devices are Windows 

based. Apple devices will not be imaged and will need third party support for software installation, students will 

be able seek support from the College IT Department to connect their Apple device to the College WiFi network. 
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Minimum Spec Recommended Spec 

Intel Celeron CPU 

4GB RAM 

128GB SSD 

11.6” screen 

Windows 7 

 

Intel Core i5 CPU 

8GB RAM 

256GB+ SSD 

13.3”+ screen 

Windows 10 

 

All devices listed on the Whittlesea SC Order Portal meet or exceed the minimum spec specified. Additionally, 

these devices have been tested with the school image and will ensure a pleasant and fully supported user 

experience. The College cannot guarantee that devices purchased from other sources will experience the same 

level of usability and support. 

BYOD Support Agreement 

▪ Students and Parents must agree to the terms and conditions set forth in this document and ICT 

agreement document. Use of Student BYODs will be covered by the College ICT Policy and Procedures and 

ICT Acceptable Use Agreement and the Department of Education and Early Childhood Development 

Acceptable Use Policy while the device is using the College network infrastructure. Failure to accept and 

adhere to these policies will result in the student’s access being revoked. 

▪ Whittlesea Secondary College will not be held accountable for any loss or damage to the BYOD device; it 

is recommended that families take out a private insurance policy on the device. 

▪ Devices infected with virus or malware will not be “cleaned”, the student will be requested to backup 

their data and the device will be reimaged. 

▪ Devices with software errors will receive full hardware diagnosis to determine if the error is caused by a 

hardware fault, if no hardware fault is discovered, the student will be requested to backup their data and 

the device will be reimaged. 

▪ If a hardware error is detected and the device was purchased through the College portal, then the College 

IT Department will make arrangements for that device to be repaired under warranty if still valid. If a non-

portal device is presented, the student will be referred back to the retailer. 

▪ Out of warranty repairs will not be handled by Whittlesea Secondary College, devices with out of 

warranty faults or physical damage will be referred back to the retailer. 

▪ Connection to the wireless network for Apple devices will be performed using the standard connection 

tools. If the standard connection tools fail, no attempt will be made to troubleshoot. 

▪ Devices not purchased from the WSC Order Portal that experience difficulty using the College software 

image will only receive basic diagnosis. 
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Laptop Responsibility   

The following expectations are aimed at ensuring the safe keeping and best use of laptops.  

Students will be responsible for ensuring that:  

1. They are ready to learn  

• The Laptop is fully charged at the start of the day and brought to class- Power cords left at home.  

• Adhering to the school’s Acceptable Use Agreement when using the machine.    

  

2. They take care and responsibility for the device   

At School: Make sure that your laptop is either in your possession or locked away in a secure area (locker) at all 

times during recess and lunchtime. Your locker must be secured with a sturdy lock. Students will be allowed to 

carry their laptop in a small laptop bag to class, but will not be able to bring their school bags to class. 

 Do Not:  

• Leave your laptop unattended for even a short period of time  

• Share your password with anyone.  

• Leave your laptop logged on when not in use.  

• Place it near an external window. Exposure to view from outside may tempt would-be thieves  

• Leave your laptop in a vehicle, even if the laptop is out of sight and the vehicle is locked.  

  

At Home:  

Find a safe place to store your laptop so that it is inaccessible by small children and difficult to locate in the event 

of a burglary.  Ensure basic household security measures are followed at all times, such as locking doors and 

windows.  

 Do Not:  

• Leave your laptop in view of outsiders even while using it.  

• Leave your laptop accessories lying around. They advertise the presence of a computer device.  

  

Transit: When travelling in the car or on public transport; avoid being seen when storing your laptop into the car 

or taking it out. Lock your laptop in the boot and camouflage it. Ensure the laptop is placed inside its protective 

case. On public transport keep your laptop in its protective case, inside your school bag and keep the school bag 

with you at all times.  

 3.  They maintain their computer, data and provision for software    

• Taking care of digital devices in accordance with school guidelines   

• Backing up data regularly and securely  

• Maintaining settings for virus protection, spam and filtering that have been set as a education 

departmental standard.  

• Maintain and run the College classroom monitoring software at all times during school  

• Content inappropriate for school is not accessed or shown to others while at school  

• When the laptop is not on campus, parents / carers will need to support their children in the device's 

use and care.   

• Encourage your child to keep their laptop in its protective case. Don’t put heavy books on top of the 

laptop when it is in the schoolbag or on a desk.   
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• You don’t need good computer skills to help your child learn to use their laptop. Your interest and 

encouragement are more important than computer literacy.   

• Remind your child to recharge their laptop overnight to ensure it is ready for each school day.   

• Supervise use at home by ensuring laptops are used in family areas rather than bedrooms.   

• Supervise the use of the internet and consider setting screen time limits to avoid overuse.   

• Talk to your school if any issues arise.  

Students and Parents must agree to the terms and conditions set forth in this document and ICT agreement 

document. Use of Student BYODs will be covered by the College ICT Policy and Procedures and ICT Acceptable 

Use Agreement and the Department of Education and Early Childhood Development’s Acceptable Use Policy 

while the device is using the College network infrastructure. Failure to accept and adhere to these policies will 

result in the student’s access being revoked. Whittlesea Secondary College will not be held accountable for any 

loss or damage to the BYOD device; it is recommended that families take out a private insurance policy on the 

device. 

Whittlesea Secondary College IT staff will not be held responsible for any loss of functionality, data or access on 

the student’s device; the use of this service is strictly at student’s own risk.  

Agreement 

I understand and agree that Whittlesea Secondary College is not liable for damage or any loss of connectivity or 

data or functionality on my BYOD: 

Make: 

 

Model: 

 

Serial number:  

 

 

We have read this agreement and the College  Electronic Device Policy and ICT User Agreement, and the 

Department of Education and Early Childhood Development Acceptable Use Policy and agree to abide by the 

terms and conditions therein.                                   

Student Name:__________________________________ Username:____________ 

 

Student Signature:_______________________________ Date:_________ 

 

Parent Name:___________________________________ 

 

Parent Signature:________________________________ Date:_________ 

 

 

This Policy was last ratified by School Council in: 2018 


